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How _Assemblelt2() works

_Assemblelt2() assembles and executes x32 and x64 code in assembly language in Autolt. The assembler is
FASM version 1.72 and integrated in Assemblelt(). This means that (almost) all functions of FASM, e.g.
Macros can be included in Autolt code and executed.

Scite as an editor is mandatory!

First of all, Scite must be used with
#Autolt3Wrapper_UseX64=n to use the 32-bit mode, or with
#Autolt3Wrapper_UseX64=y to use the 64-bit-mode.

Then you have to include

#include <Assembleit2_64.au3>.

The code to be assembled is enclosed between ttcs and #ce. After #cs, the function name that will later be
used in _Assemblelt2() must be specified. Multiple scopes with different function names can be used. The
calling conventions must be observed, default is cdecl. In 64-bit mode, observe the calling convention!

Example of Autolt code in Scite:

#cs IntegerAddition ; Function name

use32 ;for 32-bit code or use64 for 64-bit code

mov eax,[esp+4] ,first parameter of the stack

mov ebx,[esp+8] ;second parameter of the stack

add eax,ebx ;add

right ; Return in eax or rax, _Assemblelt2() cleans up the stack!
#ce
#cs FloatSubtraction ; Function name

Ends ;Init FPU and clear FPU stack

fld dword[esp+8] ; STO = [esp+8]

fld dword[esp+4] ; STO = [esp+4] ST1 = [esp+8]

fsub STO, ST1 ;STO = STO - ST1 STO = [esp+4] - [esp+8]

right ;at "float" return STO, _Assemblelt2() cleans up the stack!
#ce

The following function parameters are available for _Assemblelt2():


https://flatassembler.net/
https://learn.microsoft.com/en-us/cpp/build/x64-calling-convention?view=msvc-170

_Assemblelt2( Returntype, Functionname, Typel, Parameterl, Type2, Parameter2,......)

Return type and data types are e.g. INT, UINT, FLOAT, PTR and others, see FASM help file and Autolt help file
for DIIStructCreate().

For the above examples, this results in the following lines of Autolt code:

Local Sa = 5.3, Sb=3.1 ;Float must be specified with decimal places

SResult_Addition = _Assemblelt2(,int* ,, IntegerAddition “ ,,int”, Sa, “int”, Sb) ; 5+3 =8
SResult_Subtraction = _Assemblelt2(,float” , FloatSubtraction”, ,float”, Sa, “float”, Sb) ;5.3 -3.1=2.2

_Assemblelt2() assembles the code and executes it, the result for the IntegerAddition is 8, for the
FloatSubtraction 2.2

If you want to use a different calling convention, this information is communicated to the assembler together
with the return type:

Sret =_Assemblelt2(,uint:cdecl”, ,,StringFunktion”, ,str”, Sa) ;Standard cdecl

Sret =_Assemblelt2(,uint:fastcall”, ,,Funktion”, ,,ptr”, Sa) sfastcall

The assembler processes the processor instructions exactly as they appear in the program. Therefore, the
processor also processes the instructions as they are in the program! There is no error checking or other
intervention in the program. As always with assembly language programs, the programmer is completely
responsible for his code!

Syntax errors are detected by the assembler, Assemblelt2() shows an info window and jumps to the faulty
code line in Scite.

If the calling conventions are not respected, Autolt will crash! If the stack pointer does not point to the
correct memory area when it is returned, Autolt will crash! When writing to or reading from an unreserved
memory area, Autolt will crash!

The example scripts show various methods for fast processing of data. When using _Assemblelt2(), the low
latency of only a few milliseconds makes it possible to increase the speed by a factor of 1000 compared to
pure Autolt code, depending on the algorithm.

_Assemblelt2() is able to create binary code, which can then be called in Autolt without _Assemblelt2(). This
is the fastest way to execute machine code.

Autolt variables in assembly code
With this use of _Assemblelt2(), Autolt variables can also be used as input parameters in the assembly code .
Example:

mov eax, SAutoitvariablel Jfirst parameter
mov ebx, SAutoltvariable2 ,second parameter

In _Assemblelt2(), the input types and variables can then be omitted.


https://flatassembler.net/docs.php?article=manual
https://en.wikipedia.org/wiki/X86_calling_conventions#cdecl
https://en.wikipedia.org/wiki/X86_calling_conventions#Microsoft_fastcall

Local SAutoitvariable1=22, SAutoitvariable2 = 33
SErgebnis_Addition = _Assemblelt2(,int* ,Addition”) ;22+33=55

_Assemblelt2() assembles and executes the script in a few milliseconds, but the greatest speed gain comes
from using the assembled code directly from memory via DlICallAddress(). More on that later.

mov SAutoltvariable , ecx ; ¥ is not possible! *

64-bit mode
In 64-bit mode, the use of the debugger is currently not possible!

The FASM .dll built into _Assemblelt() is only available in a 32-bit version and cannot be executed by a 64-bit
script. However, the 32-bit FASM .dll is capable of assembling 64-bit code.

In order for the 64-bit assembly code of _Assemblelt() to be executed, the 32-bit auxiliary file
"Assemblelt2_Helper64.au3" is required.

This file, if it does not exist in the current file path, is created as "Assemblelt2_Helper64.EXE" and started.

The Autoltscript passes the 64-bit assembly code to the "Assemblelt2_Helper64.EXE", where the code is
assembled in 32-bit mode and returned to _Assemblelt() via a memory area shared by both programs. After
returning the 64-bit-code, Assemblelt2() execute this code in 64-bit mode.

Before exiting the script, the helping file should be removed from memory in Autolt using
Processclose(SAssemblelt 2_Helper64pid).

In 64-bit mode, the appropriate calling conventions apply!



https://learn.microsoft.com/en-us/cpp/build/x64-calling-convention?view=msvc-170

Debugger

In order to debug assembly code, access to processor registers and flags is required. Examples of how to use
the debugger can be found in the script "Example Debugger.au3"

Currently, the debugger can only be used in x86 mode!

The _ASMDBG_() command within the assembly code invokes the debug window.

REG32 HEX INT FLOAT BIN [BIT31....BitO] FLAGS :
EAX 0x00000005 5 7.006492E-45 00000000 C0OOQOO0000 Q0000000 OOCO0101 CF =10
EEX 0x00000003 3 4,203895E-45 00000000 COOQOO00O0 Q0000000 OOCOOOL11 ODF = 0
1 ECX 0x00DDEBFD 14543858 2.03B02B8E-38 00000000 11011101 11101011 11110000 PF =1
EDX 0x01F80000 33030144 9.110081E-38 0o0oo00001 11111000 0QOOOOOCO00 OQOOOOOODO0 OF =0
ESI 0x0D0000002 2 2.802597E-45 oQoo00000 COOOOOO0 QOOOOOOOD OQOOOOOLO AF =0
| | EDI 0x047C9BFD 75275248 2.969406E-36 00000100 01111100 10011011 11110000 ZF =1
ESP 0x00DDEBCE 14543816 2.03B023E-38 00000000 11011101 11101011 11001000 SF =10
EEP 0x00DDECZC 14543918 2.03B8037E-38 00000000 11011101 11101100 OO101100 !
FPU-Register showed as DOUBLE! Stack HEX INT
STO -nan{ind) [esp +40] 0x00DDECED 14544048
5T1 -nan{ind) [esp +36] 0x047C9A10 75274768
ST2 -nan{ind) [esp +32] 0x0D0ECODOO 15466496
5T3  -nan{ind) [esp +28] 0x00772430 7808048
5T4 -nan{ind) [esp +24] 0x0DODDEC1E 14543896 t
5TS -nan{ind) [esp +201 0x00DDEC2C 14543916 |
ST6 -nan{ind) [esp +16] 0x00000002 2 ;
ST7 -nan{ind) [esp +12] 0x047COEFD 75275248 I
[esp +08] 0x0D00000O03 3 !
[esp +04] 0x00000005 5 ]
[esp +00] 0x006CO0BL 7078065 1
REG SSE-Register 2xDouble 4xFloat
XMMD 0x04920BDE04920AT004920BF004920BA8 1.15514493559832e-286 1.18516898591871=-286 3.4335312Y ¢
XMM1 0x04920BCO04920C9804920C8004920C68 1.18512088587813e-286 1.18531328604068e-286 3.4335226F
¥MM2 0x0020002C0022006C0063006500640063 4.4503344545458%9e-308 8.45596650172847e-307 2.9387975E
XMM3 0x006CO062006D00650073007300410024 1.24610790768144e-306 1.69121231270267e-306 9.9183709E
¥MM4 0x006D00730061005F0032007400490065 1.29062092838435e-306 1.00138169757843e-307 1.0010230E
XMMS 0x00720074007300650064006F0063005F 1.60221071747584e-306 8.9010491771916e-307 1.0459409E
XMME 0x002C007200740070005F007400630075 7.7682423273276e-308 6.59812280892007e-307 4,0409216E
XMMT 0x002C0035002C00270074006E00690027 7.78798343917845e-308 1.78020847748533e-306 4.0408361F
L4 >
Next.... End Debugging Kill

The "Next" button executes the assembly code until the next occurrence of _ASMDBG_(). The position in
the script is updated in Scite, visible by the blue brackets (). The current line is also displayed in the title

window
160 || #cs simplesxampls
17
18 us=3z2
1% mov eax, 123
20 . :5MDEC ()
21 mov =bx, 45§&
T _ASMDEG ()
23 add =ax, =bx
24 ret

The "End Debugging" button skips all further occurrences of _ASMDBG_() in the code and executes the

assembly code until it ends.

———

—

FLOAT

1.723597E-43
2.131882E-38
3.083501E-38
1.983647E-38
2.802597E-45

Assemblelt? Debug-Info 2.0 Scitein line 20 -ﬁ
REG32 HEX INT
EAX 0x0000007E 123
EEX Ox00EB2430 15213616
ECX Ox0127E750 15392336
EDX 0x00DS0000 14155776
EST Ox00000002 2



The "Kill" button terminates the assembly code and the Autolt script.

In _ASMDBG_() you can also specify the contents of the processor registers in order to execute assembly

code, e.g. in loops, until the contents of the processor register are reached.

_ASMDBG_("SEAX=50") does not show the debugger window until the contents of the EAX register are 50.

Currently, the following registers can be used:

".SEAX", ”SEBX", ,’SECX", ”SEDX", HSESI"’ ”SEDI", ”SESP", MSEBP"

It is not recommended to perform very long loops when specifying register contents.

mov eax,0

_loop: ;for eax=0 to 10000
_ASMDBG_("SEAX=5000") ;Debugger window only show if eax=5000!
add eax,1 jeax =eax + 1

cmp eax,10000 ;eax = 10000?

jne _loop ;Jump To _loop: if EAX<>10000

causes the debugger window to be called 5000 times and flicker!

Multiple ASMDBG_() with Find/Replace in Scite

To insert _ASMDBG_() multiple times in an area of your script, you can call up the Find/Replace window in

Scite with Ctrl-H and enter the following: In the Find window insert a $ and in the replace window enter
\r\n\t_ASMDBG_() and check the box for Regular Expression. Then select the area in the script where the

_ASMDBG_() lines should be inserted.

g

10

i1 Find what: | g

12

13 + 4] Replace with: | Yrin't_ASMDBEG_()
14 + B8]

15 [CIMatch whole word only

16 |:| Case sensitive

17 Regular expression

1g Wrap around

12 []Transform backslash expressions
zi [Jsearch only in this style: 2

22

29

Then click the "Replace in Selection" button.

This leads to replacing CR and LF in this area with TAB and _ ASMDBG_(), shown the following picture:

k4 | Find Mext
w | Replace
Replace All

Replace in Selection
Replace in Buffers

Close

Replacements: 3



8
10 [ #cs simplesxampls Replace X
11 ’ -
- Fndwhat:  [$ ~| Find Next
13 Replace with: | \r\nit_ASMDBG_() v| Replace
14 + 4]
15 [ Match whole word only Replace Al
1& + B |:| Case sensitive
17 Regular expression | Replace in Selection
13 Wrap around Replace in Buffers
12 [ transform backslash expressions
20 Close
21 i ) [[]5earch only in this style: 2
-5 i - o Replacements: 3

Returning Assembled Code

With the return type "retbinary" it is possible to return the assembled code as a binary string. You can then
use this code in other programs, run it directly without using Assemblelt2(), or display it in a disassembler.

When the binary code is built, the _ASMDBG_() calls of the debugger are ignored in the code!

#cs IntegerAddition ; Funktionsname

use32 ;for 32-bit code or use64 for 64-bit code

mov eax,[esp+4] ;first parameter of the stack

mov ebx,[esp+8] ;second parameter of the stack

add eax,ebx yadd

right ; Return in eax or rax, _Assemblelt2() cleans up the stack!
#ce

Sret =_Assemblelt2("retbinary", "IntegerAddition")

returns Sret = 0x8B4424048B5C240801D8C3 in the autoit variable. This code can be invoked in memory
without the use of Autolt.

Create Autoltscript with executable binary code

_Assemblelt2() can also create an Autoltscript to execute the machine code directly in memory. For this
purpose, "retbinary" is required as the last data type in the call to _Assemblelt2(), and the Autoltvariable
@ScriptLineNumber must be used as the last data type.

Sret =_Assemblelt2("uint", "function"”, "uint",Svar, "retbinary", @ScriptLineNumber)



Global StCodeBuffer = DliStructlCreate ("byte[l1l]"™) :reserve Memory for opcodes
DllS5tructSetData ($tCodeBuffer, 1, "0x8B4424048B5CZ40801D8C3") ;write opcodes into memory
Sret=D11Calladdress ("int:cdecl™, DllStructGetPtr ($tCodeBuffer), "int", £a, "int", =b)

Sret = 8
+>09:07:37 AntolIt3.exe ended.rc:0
+>09:07:37 AntoIlt3Wrapper Finished.

_Assemblelt2() writes the created script to the scite console and also to the clipboard. The script can now
either replace the call to _Assemblelt2() in the program, or provide the function in another script without

having to call _Assemblelt2() there!

+=S%etting Hotkeys...-—> Presz Ctrl+tAlt+Break to Bestart or Ctrl4BREAK to Stop.
ESret = B
+>09:16:56 AntoIt3.exe ended.rc:0

DlICallAddress returns an array! This contains the call parameters and the return value.

64-Bit-Code:

1 #autolt3Wrapper UseX64=y ;64Bit-Modus
2 #include <assembleit2 64.au3»

3

4

5 ;save volatile registers , remember https://learn.microsoft. ns/cpp/build/x64-calling-conventiondv
€

7

8 h

g rax, Icx ;first variable from rxc

10 mov rbx, rdx : d variable from rdx

11 add rax, rbx :add them..

12 pop rbp ;pop saved volatile registers

13 pop rbx

14 pop rsi

15 pop rdi

16 ret eax/rax is ret

17 L $ce simpleexample

18

18

20 _AssembleTt2("uinté4™, "simpleexample”, "uinté4"”, $a, "uinté4", $b, "retbinary", @ScriptlLineNumber

;the following code of the function SIMPLEEXAMPLE is returned by _AssebleIt2() and copied into clipboard!
Local §aStructMem = D11Call{"kernel32.dll", "ptr"”, "VirtualAlloc", "ptr", 0, "ulong ptr", DllStructGerSize (DllStructCreate("byte[18]")), "dword", 4096,
Local §tCodeBuffer = Dll5tructCreate("byte[18]", Number(SaStructMem[0])) :Address aligned 64 and Memory is §MEM COMMIT, $PAGE_EXECUTE_READWRITE
DllStructSetData($tCodeBuffer, 1,"0x575653554E89CE4889D34E801DESDSBSESFC3™) ;write opcodes into memory

Sret=DllCallAddress("uinté4:cdecl™, DllStructGetPtr(StCodeBuffer), "uinté4", $a, "uinté4", Sb)

+>13:22:04 AutoIt3.exe ended.rc:0

Insert code into new script via Ctrl-V, adjust variables, execute:

"dword®,

;the following code of the function INTEGERADDITION is returned by Asseblelti 64 and copied into clipboard!

1 £a=5

2 £bh=3

3 Global $tCodeBuffer = DllStructCreate ("byte[ll]"™) :reserve Msmory for opcodes

4 Dl115tructSetData (StCodeBuffer, 1,"0x3B4424048B5C240801D3C3" ;write opcodes into memory
& $rec=D11CallAddress("int:cdecl™, Dll15tructGetPtr ($tCodeBuffer), "int", %a, "int", 5b

& ConzoleWrite ("$ret = " & Sret[0] & @crl

64)

1 #Ruto:tﬁﬂ:appe:_UseX6é=: ;3ZBit-Modus

2 § ude-once

3 #inclu de <azsembleit2 64.au3>

4

5 #cs IntegerdAddition sFunktionsname

& usel3Z sfiir 32-Bit-Code

T mov eax, [esp+4] serster Faramseter vom Stack

8 mov ebx, [esp+8] ;EwWeit=sr Paramster wvom Stack

g add eax,e=bx saddisrsn

10 ret ;Riickgabe in eax bzw. rax, AssembleItZ() bersim
11 fce IntegerAddition

1z

L Local $a = 5, $b = 3

14 Fret = _Asgsemblelt2("int", "IntegerfAddition", "int", %a, "int", $b, "retbinary", @ScriptLineNumber
15 ConsoleWrite ("fret = "™ & $ret & ECRLF



1 #A':.t,:Zt,SW:appe:_LTseXE-’Fy ;64Bit-Modus
2 sa 5
3 $b 3
9 Local #aStructMem D11Call ("
5 Local $tCodeBuffer DllStructCreate ("byte
6 DllStructSetData ($tCodeBuffer, 1,"0x57
7 $ret=D11CallAddress ("uinté&4: cdecl
8 ConsoleWrite('Sret = ' @CRLF )
+>Setting Hotkey=...--> Presz Ctrl+Alt+Break to Restart or Ctrl4BREAK to Stop.

Sret = 8
+>13:26:57 Antolt3.exe ended.rc:0

To execute the 64-bit code directly from memory, the "Assemblelt2_Helper64.EXE" file is no longer required!

Example scripts are included in the _Assemblelt2() folder.

Calling conventions

While _Assemblelt() does not explicitly have to call :cdecl for the return type, this is absolutely necessary for
the execution of 64-bit code and the use of DlICalladdress()! If a different calling convention is used, it must
always be specified!

Sret =_Assemblelt2("uint", "function", "uint",Svar) ;no :cdecl required
Sret =_Assemblelt2("uint:cdecl", "function"”, "uint",Svar) ; No :cdecl required

Sret =_Assemblelt2("uint:stdcall”, "function", "uint",Svar) ; stdcall required, remember to clean up stack!!

Sret=DlICallAddress("uint64:cdecl”, DIIStructGetPtr(StCodeBuffer), "uint64", Sa) ; :cdecl required!



